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Modernising with

Vault Core

Driven by the need to meet evolving
customer expectations and boost
competitiveness, many existing banking
organisations have invested heavily

in their end-user experiences. Their
potential, however, has been held back
by the limitations of legacy back-end
systems.

As a result, these organisations are
seeking to modernise their core banking
systems with a platform that lives up to
the needs of banks and their customers.
Many banks — both existing, and new
digital greenfield banks — have already
implemented or are considering
implementing Thought Machine’s Vault
Core, a cloud-native core banking
platform that is the foundation layer of
modern banking. Vault Core is designed
to provide the flexibility and scalability to
bring innovative features and products to
market faster and more easily.

Why are banks choosing
Thought Machine?

Thought
Machine

INNOVATION AND FLEXIBILITY
Vault Core offers unparalleled product configurability
and personalisation, on one common platform

As an established partner of Thought
Machine, we’ve gathered together
some of the key points we’ve learned
from a wide range of implementations,
to help you make sure the move to this
cloud-native core banking platform
brings real competitive advantage.

RAPID PRODUCT LAUNCH

A modular approach and use of smart contracts written
in Python code to create products slashes time-to-
market, allowing banks to meet constantly changing
customer needs quickly and more easily

©,

ECOSYSTEM APPROACH

Vault Core is a foundational component of a bank’s
architecture. It is a lean, fast core, which allows easy
integration with third-party and partner systems across the
full banking stack via APIs

SCALABILITY
The cloud-native platform scales easily, making it possible
for banks to pay only for what they need right now. Vault

Core’s technology scales to match the business complexity
and size of any bank

REDUCED COMPLEXITY AND TCO
A modernised, simplified core banking platform with
greater automation is easier and less expensive to manage
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ldentify the
drivers for change

A full and comprehensive understanding of the
internal and external drivers for a new core
banking platform is essential before replacing it,

or creating a new digital bank. °

Technology challenges often include low flexibility
and poor time-to-market, high maintenance costs
and difficulty integrating with other solutions.
Business challenges could include the need to
integrate with modern fintech ecosystems,

to create a more flexible architecture to respond
quickly to market pressures, or to create a platform
to offer customers more personalised banking
products.

An initial analysis of challenges and goals creates
a foundation for preparing the budget, taking into
account the human capital that is available and the
skills that are needed for effective core banking
modernisation.

> BACK TO TABLE OF CONTENTS
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Thought Machine
is part of a broader ecosystem

A traditional core banking system is monolithic
and contains many different functionalities and
subsystems that cover end-to-end business logic
or business processes.

The innovative design of Thought Machine’s
cloud-native core banking platform, Vault Core,
offers unparalleled product flexibility and
personalisation, enabling scalability and growth.

Moving from the monolithic architecture of
traditional core banking systems, to a modular or
functional component architecture where Thought
Machine is the core component in a broader
ecosystem of functions unlocks unparalleled
autonomy and flexibility for banks. Vault Core
integrates via APIs with other systems such as
payment hubs and gateways, client management,
and risk and fraud management, to enable full
functionality across the banking stack.
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Consider the possibilities
offered by modernisation

With a cloud-native core banking platform, and a microservices
architecture that is API-driven and can more easily be integrated into a
broader fintech and third-party ecosystem, look at the new possibilities
that have opened up for your business without the limitations of a
legacy platform.

For example, which new features or products can you create to
respond to your customers’ needs now that your time to market is
reduced? Can you take more risks now that there’s greater scope for
faster trial and error? Can you create whole new marketplaces?
Which other organisations and solutions can you integrate with? How
can you get more from your own data? Can you better consume data
from other sources?

Having identified these possibilities, you can then set goals to capture
these potential business, technology and operational benefits.

£

SUCCESS STORY:

A rapid launch with Thought
Machine for a Hong Kong
digital bank

GFT helped the bank launch in just 18 months

to quickly capture market opportunities,

deploying Vault Core, running on AWS, as its

core banking platform.

The bank quickly encountered great
success, reaching 160,000 customers
in the first year of operation,

and 500,000 customers by its third
anniversary.

Furthermore, it has collected more than
50 awards worldwide, highlighting

its strong, trusted relationship with its
growing customer base.

©,
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Approach the imp|dlEiieEillely
as more than a tecgigiiss1Nslge)(=let

Although core banking modernisation is a highly
complex technical undertaking, it often feeds into
wider initiatives such as business process

improvements, launching new products and even
full-scale business transformation.

As a result, there are likely to be wider objectives and
challenges to consider beyond the technical issues,
such as the regulatory aspects of moving data and
workloads to the cloud or of opening up a new market.

This means that a core banking modernisation project
needs to involve people from many different business
departments from an early stage, such as change

management, risk, compliance, finance and marketing.
This helps to make sure that the project will bring

tangible benefits to the wider business, and that all the
challenges and issues are taken into account from the
beginning.

> BACK TO TABLE OF CONTENTS ’
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Create a
target architecture

The adoption of a modern, cloud-
based core banking system involves a
transition from a monolithic
architecture to microservices, as well il
as APl-based integration with third- - i:j-' ) ¢l
party solutions and fintechs. ]

The target architecture recommended
by GFT splits all banking systems into
six layers. Each of these layers has
specific responsibilities and
interaction points. This approach
makes the system design clean and
maintainable, while protecting it
against incorrect interactions.
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All the customer-facing and bank-internal channels interacting g : ® g 5
with the bank systems. This layer includes mobile applications, : = e °

web applications, and the back office applications used by
bank employees.

BUSINESS
| 31d porty |

FRONTEND SERVICES (API REST)
| 3rdparty |

o y Identity Log
Authorisation Authentication management management

BANK API

Audit management

Reg reporting

BANK API
A set of unified APIs accessible by all the front-end apps,
connecting to backend services. In this layer, multiple security
and auditability concerns are solved.

5oy |

SUPPORTING PLATFORMS (API)
:
: Digital signature

i [ pory |

CRM eKYC/eKYB

H AML/Fraud ocument management

BUSINESS LAYER
Security
governance

TECHNOLOGY

BUSINESS LAYER S — :
Microservices implementing business journeys and core : :
banking configuration. This layer handles most of the business
complexity around running banking products. Some
functionalities are delivered by external third-party systems.

RECORD

Data Lake

Cloud monitoring

BANK AND CREDIT (APIs)

BACKEND (GATEWAYS) BACKEND (CORE)

Digital client on boarding Cards management Real Time %’fég Settlement A“‘A’&Zf?ﬁéﬁi’"g Regulatory interfaces Country credit bureau

EXTERNAL
SERVICES

RECORD
Data management and analytics.

Q VIEW IMAGE IN ORIGINAL SIZE

EXTERNAL SERVICES Image: Layers in the GFT architecture
Systems and services that interact with external, often country-
specific systems related to card processing, customer
management, payment and transaction processing and GFT’s proposed target architecture is based
compliance systems. on the following principles:
r Leverage cloud-managed services to reduce costs and shift to a pay-per-use model
BUSINESS OPERATION

| i h iti | Il i
Cross-cutting components interacting with other layers. r Use cloud agnostic patterns whenever it is a globally recognised standard

r Opt for services delivering cloud-native security
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Split your business

into domaig

Use a component architecture
and Domain-Driven Design
(DDD) to split functionalities into
Bounded Contexts, as shown
here. This diagram focuses on
the business layer and the
organisation of microservices,
as well as on Core Banking
system configuration.

A good understanding of
Bounded Contexts and their
boundaries is the key to
independent microservices and
effective development of large
systems. The split of Bounded
Contexts recommended by GFT
is based on the knowledge
gained from multiple
neobanking projects delivered
over 35 years of working in the
banking industry.

These Bounded Contexts are:

01 CUSTOMER

All the customer processes, such as onboarding
journeys, are implemented here. This is usually the
first Bounded Context that the customer interacts
with.

02 PRODUCTS
This large Bounded Context is often split into smaller
ones, based on product categories (such as

deposits, loans and investments). Different products
have different features, like lifecycles, supported
operations, fees, charges and interest. This Bounded
Context closely interacts with the core banking
system responsible for product behaviour.

03 PAYMENTS

This is where integration with payment systems
takes place, usually through a payment gateway,
and where most of the non-card transactions are
initiated.

GFT [

04 TRANSACTION

Where customer-facing transactions are stored for

the display and where customer statements are @
generated.

05 LIMITS

Customer limits can be managed on multiple levels,
which is why limit management should be
externalised in some banking ecosystems, because
no other Bounded Context has all the information
required to implement all the limit use cases.

06 CARDS

Card provisioning, card management and card
transaction processing happen here, often through
integration with third-party systems.

24
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07 FRAUD AND ANTI MONEY AN
LAUNDERING (FRAML)

. . Staff Mobile IVR Website
AML/compliance and antifraud
functionalities are implemented here,
usually by interacting with third-party — SRR PAYMENTS  cheaque ordering FRAML TRANSACTION
AML and antifraud solutions.
Onboarding Domestic International Transaction Customer due Transaction Spending
Lending Deposit payments payments screening delignece history insights

Custom
management/CRM

08 G E N E ‘ ‘ LE DG E R Kve Loan account  Loan payment Saving account  Current account FX Apple/Google Pay Fraud AML Statements PFM
. . schedule
Money movements within the core

management management  management

Term deposit

Interest Restriction and

i i calculation and charges account fund feedbacl
banking system must also be enriched — feulat d charg management fund feedback — VENEGEE T amy——
and stored in the bank’s General LoanclosureLending Account ntres
Ledger for proper accounting. Any o

R . . Risk (scoring)  Delinquency and charges | monenamm
other integrations needed to provide aiy imis - o cners sement Cardlinkage  Card spending Bolancing and Cosh Product
the ledger with data happen within this
Bounded Context. Microservices from DATA PLATFORM
this Bounded Context are responsible
for mapp|ng core banking system Analytics General reporting Reg & compliance reporting
postings to the General Ledger entries.
ENTERPRISE

09 PRODUCT CATALOGUE FOUNDATION Technology Security Enablement
Responsible for product management, - -
inC|UC|ing prOdUCt Cl’eation, DevOps pipeline infracslt‘::smre Pl AL ication Scheduler Mlir::sesri\;lce Service mesh Comml:.::!l;catlon
configurations, versioning, and o raton ang Worlowengine  Decument
migration.

Bounded context

Q VIEW IMAGE IN ORIGINAL SIZE

Image: Bounded contexts
within a domain-driven design
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Define standards
and metrics

The relevant standards for transformation should be
identified and shared across all teams, so that in later
stages of the project when changes are likely to
happen, there will always be a standard set of
guidelines for employees to follow for all work. °

Defining metrics to monitor the progress of work helps
to make sure that the project is consistently on track to
achieve its objectives within the expected timelines.
These metrics could include the reduction in
maintenance costs for existing IT applications, an
increase in customer satisfaction or shortening the time
to market for new functionality and products.

This principle should be extended to the risks involved
in modernisation, helping to make sure that any risks
identified are monitored and managed as needed.

> BACK TO TABLE OF CONTENTS
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Use Proofs of Concept
to assess vendor suitability

Building a Proof of Concept (PoC)
limited to one functional part of the
bank’s systems allows you to evaluate
whether your chosen vendor is the
most appropriate to meet the
project’s business and technical
challenges. If it is successful, the PoC
can be extended to other functions or
product lines. This incremental
approach to core banking
modernisation reduces the risks that
are inherent in this immensely
complex project.
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Document ongoing
modernisation

One of the challenges of legacy platforms
is that as core systems age, the original
staff who implemented them may move
on and there may not be enough
documentation for other employees to
easily manage these systems.

Modernisation is an ongoing process, and
may take years to complete. To reduce
the risk of this situation reoccurring,
changes and customisations must be
properly documented in enough detail
and kept updated throughout and beyond
the modernisation process.

Cloud-native platforms help to attract
younger employees who may be
reluctant to work on older, poorly-
specified systems, so this also helps with
staff retention.

Build the digital bank of the future

with BankLiteX

Developed by GFT in collaboration with Thought Machine, BankLiteX
is a modular, end-to-end solution that allows firms to create and
deploy a cloud-based, digital banking entity up to three times faster
than was previously possible.

BankLiteX reduces risk and time-to-market, and cuts development
costs by 40%. With BankLiteX’s open architecture, new components
can be added easily and products can be ready to launch in weeks,

with minimal development.

> READ MORE

©,

SUCCESS STORY:

RizeMY seizes the

digital banking opportunity
with Thought Machine

RizeMY, an Islamic digital bank powered
by Al Rajhi, was launched in Malaysia at
the end of 2022. GFT and Oliver Wyman
helped the client to design, build and
launch the cloud-based digital bank which
is powered by Thought Machine and
leverages BankLiteX (running on AWS).

> READ MORE
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With five Core Banking Centres of
Excellence and over 200 experts
certified on Vault Fundamentals, our
established partnership with Thought
Machine means we’re uniquely
positioned to help your core banking
transformation plans succeed.

Vault Core, Thought Machine’s next-
generation, cloud-native core banking
engine, is a part of the solution for
banks looking to transform. Vault Core
sits within a best-of-breed architecture
that our specialists design and
integrate. Together, we’re delivering
some of the most innovative digital
banks in the world.

24

If you’re thinking of implementing P
Vault Core and would like to

discuss how GFT could help you A
transform your core banking, -

> CONTACT US
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O Thought
Our partne 8% Machine
at a glance

Thought Machine partner tier:
Premier Partner

Accelerator launched: °
BankLiteX, a single developers hub
that enables banks to create and

deploy a cloud based digital banking
ENGINEERS at GFT are certified and ready . .
to deliver Vault Core for customers proposmon faster than preV|oust

possible. It's pluggable components
such as a pre-defined operating model
and standardised business processes
8 JOINT CLIENTS rgduce time‘to- market, lower project
risk and optimise return on
investment.

6 banks in Asia
2 banks in Europe
1 bank in America
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ABOUT

Shaping the future
of digital business

GFT is a digital transformation pioneer. By leveraging next-generation
@ technologies, we enable clients to boost their productivity with
intelligent software solutions. We focus on Digital Finance, Enterprise
Al & Data Solutions, and Platform Modernisation.

GFT’s strengths include deep technological excellence, a strong
ecosystem of partners, and industry expertise. We are agile@scale
and boost digital transformation for clients from the finance and
insurance sectors, as well as the manufacturing industry. GFT talents
create, implement, and manage software applications to enable
innovative businesses while complying with regulations.

With locations in more than 15 markets around the globe, GFT
ensures proximity to its clients. We draw on over 35 years of
experience and a global team of over 10,000 determined talents. GFT N blog.gft.com
provides them with career opportunities in the most innovative areas X twitter.com/gft_tech

of software engineering. The GFT Technologies SE share is listed in M@ linkedin.com/company/gft-technologies
the SDAX index of the German Stock Exchange (ticker: GFT-XE). A »>gft.com
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Image: Bounded contexts within a domain-driven design
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